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1. IossicHUTEIBLHAA 3aAMMCKA

1.1. [lenp u 3a1a4n JUCIHUILIMHBI

Llens mucuumianHbl —(OPMUPOBAHUE CHCTEMATU3MPOBAHHBIX 3HAHUM O IMpoleccax pa3paboTKu
3alUIICHHBIX O0BEKTOB MH(OpPMATU3AIMKM U CHCTEM 3alMThl UHQOpMAMK Ha MpUMEpe MOo-
OWJIBHBIX CHCTEM W MPOMBIIIJICHHBIX CETEH, MPUMEHIEMBIX TIPH 3TOM TOJIX0JaX, METOJIUKAX U
MeXaHHM3Max 3aiuThl nHpopManuu oT BperoHocHoro I10, a takxke ¢hopMupoBanue y o0ydaro-
HIMXCS YMEHUH M HABBIKOB, HEOOXOJUMBIX IPU HEMOCPEACTBEHHOM YYaCTHH B YKa3aHHBIX MPO-
Heccax.

3ajaun JUCHUTIIINHBI:

— copMUPOBATh 3HAHUSA O MOJEISAX M dTanax *XU3HEHHOTO IMKJIA 3alUIIEHHBIX 00BEKTOB MH-
dbopMaTU3alMK ¥ CUCTEM 3alUThl HHPOPMAIIHH, TPUMEHSIEMBIX MOJX0aX U MEeToJax Mo obec-
MEYECHHIO 0€30ITaCHOCTH Ha Ka)KJIOM U3 TaIloB;

— copMUPOBATH MPEACTABICHUS 00 YI3BUMOCTSX, IPUCYIIHX 00BbEKTOB HH(pOpMATH3AIHH, CBSI-
3aHHBIX C HUMHU yIpO3aMH, a TakKe HaBbIKM (DOpMHUpOBaHMs MoOjeNeill yrpo3 0e30MmacHOCTH U
MOJIEJIEH ITOTEHIINAIbHBIX HapyIIUTENEH;

— copMUPOBATh U Pa3BUTh KOMIIETEHIIMH, 3HAHUS U MIPAKTUYECKHE HABBIKU 00ECTIEYeHUs TeX-

HOJIOTHYECKOW M 3KCILTyaTallMOHHOH 0€301MacHOCTH 00bEeKTOB HH(OPMATH3ALINH .

1.2. ®opmupyembie KOMIIETEHIINN, COOTHECEHHBIE C ITTAHUPYEMBIMU PE3YJIbTaTaMU 00 yUSHHS

IO AMCHHUIIIINHE!:

Komnerennus Nuaukatopsl komneren- | PesyabTarhl 00yuenust

(Kol ¥ HAMEHOBA- uui

HUE) (K01 1 HAUMEHOBAHUE)

[TK-2 [K-2.1 3HaTh:

Cnoco0OeH mpuUMEHSTh | 3HaTh apXUTEKTYpPy U MPUH- | apXUTEKTYpy W MPHUHIMIBI TOCTPOSHUS
MPOTpaMMHBIE  CPE/I- | IIUIIBI TTIOCTPOSHUST OTIEPAIIH- | OTIEPAIMOHHBIX CHUCTEM, IOJCUCTEM 3a-
CTBa CUCTEMHOTO, | OHHBIX CHCTEM, MOJICUCTEM | IMUTHI WH(POPMAIUU, COCTAaB THUIIOBBIX

MMpUKJIagHOro M CIie-
[[MAIBHOTO Ha3Hayve-
HUsI, UHCTPYMEHTAIb-
HBIE CPEJCTBA, SI3bIKU
U CHUCTCMBI IIpOorpam-
MUPOBaHUSA I pe-
meHuss  npodeccuo-
HAJBHBIX 3a/1a4

3aUThl  UHPOPMAIIMH, CO-
CTaB THUIIOBBIX KOH(UTypa-
105071 MIPOrPaAMMHO-
arnmapaTHbBIX CpPEICTB 3allu-
Tl UH(OPMAINU, S3BIKU H

KOH(uUrypauui IIPOrpaMMHO-
anmnapaTHbIX CPEACTB 3alUThI 3alLULICH-
HbIX OOBEKTOB MH(pOpPMaTU3allUd U CH-
CTeM 3alMThl MH(pOpPMAIMKU Ha IpUMeEpe
MOOUJIBHBIX CHCTEM M HPOMBINIIEHHBIX

CHUCTEMBl TPOTPaMMHUPOBA- | CETEH
HUS
[1K-2.2 YMeTb: TPOTHUBOJEHCTBOBATH  Yrpo3am

YMeeT mpoTUBOACHCTBOBATh
yrpo3aMm 0€30MacHOCTH WH-
dbopMaIuu ¢ UCMOIbL30BaHU-
€M BCTPOCHHBIX CpCacCTB
3aIUThl HH(OPMAIIUN

6e301acHOCTH MH(OPMAIUKN C UCIOIb30-
BaHWEM BCTPOEHHBIX CPEACTB 3allUThI
uHboOpMallMd Ha TpHUMepe MOOMIBHBIX
CUCTEM U IIPOMBIIUIEHHBIX ceTel

[TK-2.3

Brnaneer xoHTposem Kop-
PEKTHOCTH  (DYHKIIMOHUPO-
BaHUA ImporpaMMHO-
anmnapaTHbIX CPEICTB 3alllk-
Tl MHpOpMAIMU B oOmepa-
LIMOHHBIX CUCTEMAX

Bnagers:

KOHTPOJIEM KOPPEKTHOCTH (HYHKIIMOHH-
poBaHuUs IIPOTrpaMMHO-aNnapaTHBIX
CPEACTB 3alIUThl MHPOPMAIUN B Olepa-
LUMOHHBIX cuctemax mnpumepe 0T u In-
dustrialEthernet




[1K-8

CriocobeH ocyIiecTB-
JSITh  MOHUTOPHHT |
ayJIHT 3alUIICHHOCTH
uHoOpMaIMd B aBTO-
MaTU3HUPOBAHHBIX CH-
cremax

[1K-8.1

3HaeT OCHOBHBIE KPHIITO-
rpaduyeckne METOoAbl, aJro-
PUTMBI, TIPOTOKOJIBI,  HC-
HOJb3yeMble Ul 3alIHUThI
uHpoOpMalMd B aBTOMATH-
3UPOBAHHBIX CHCTEMax, Op-

3HATh:

- yrpo3bl 0€30MacHOCTH HH(pOpPMAIUN U
BO3MOJKHBIC ITyTH UX PEATH3aALUH

YMers:

- onpenensaTh HMH(OPMALMOHHBIE pecyp-
ChlI, MTOJUIC)KAIIINE 3AIHUTE;

- OTIPENeNATh Yrpo3bl 0€30IMacHOCTH HH-

TaHW3aIlMOHHBIE Mephl 1O | (hopMaInu.

3anuTe HHpOpMaIu

I1K-8.2 VYMerTh:

YMeeT aHaMM3uUpOBaTh MPO- | - ONPEACTATh HWH(DOPMALMOHHBIE peCyp-
IrpaMMHBIC, APXUTEKTYPHO- | CbI, TIOIC)KAIIIME 3AIIUTE;

TEXHUYECKHE U CXEMOTEX-
HUYECKUE PELICHUs KOMIIO-
HEHTOB  aBTOMAaTU3UPOBAH-
HBIX CHCTEM C LEJIbIO BbISB-
JICHUS] TIOTEHUUAJIbHBIX YsI3-
BUMOCTEH 0e3omacHOCTH
uH(popMalu B aBTOMATHU-
3UpPOBAaHHBIX CUCTEMax; Be-
CTH MPOTOKOJBI U KypHaJbl
ydeTa IpH OCYIIECTBICHUHU
ayJIuTa CUCTEM 3alllUThl UH-

- aHaJIM3UpOBaTh NPOrpaMMHbBIE, aApXH-
TEKTYPHO-TEXHUYECKHE U CXEeMOTEXHUYEe-
CKHE€ DELIEHUS KOMIIOHEHTOB aBTOMAaTH-
3UPOBAaHHBIX CHCTEM;

- OIPENENSITh Yrpo3bl 0€30M1aCHOCTU HH-
(hopMaluu npu MpoBEICHUH AyAUTA.

dbopMalii  aBTOMaTH3UPO-
BAaHHBIX CUCTEM
[1K-8.3 Biagers:

Brnaneer HaBpikamMu BbIpa-
OOTKM pEKOMEHJAIUK st
MPUHATHS PEIICHUS O MO-
JIEPHU3ALNHA CUCTEMBI 3alllu-
Thl UH(pOpPMAIUU aBTOMATH-
3UPOBAHHON CHUCTEMBI

- HaBBIKAMHU T10 ONPEACTICHUIO YTPpo3 0e3-
OMACHOCTU MH(pOPMALIUU

- HaBBbIKaMH II0 BBIpa6OTK€ PEKOMEHOA-
Ui B paMKax MOJAEPHU3AIlMH CHCTEMBI
3aIIUTEI aBTOMAaTU3UPOBAHHBIX CUCTEM.

1.3. MecTo qUCHHIUIMHEI B CTPYKTYpE 00pa30BaTeIbHON MPOrpaMMBbI

JuctumumHa «3ammTa HHOOPMAIUKA OT BPEJOHOCHOTO TPOrPaMMHOTO 00€CIIEUCHHSI» OTHOCHT-
cs K 4acTH, (OpMHUpPYEMOW y4acTHUKaMH OOpa30BaTENbHBIX OTHOIICHUN OJIOKA TUCIUTUIMH
y4eOHOTO IJIaHa.

Jlist ocBOGHMSI TUCHUIUIMHBI HEOOXOAMMBI 3HAHUS, YMEHUS W BIaJIeHUs, CHOPMUPOBAHHBIC B
X04€ U3YUYCHU CICAYIOINX JUCHUIIIINH U IMTPOXOKIACHUA HpaKTI/IK: ((AHHapaTHI)Ie Cp€acTBa BbI-
YHCITUTENBHON TEXHUKNY», «be30MacHOCTh ONepalnoOHHBIX cucTeM», «CeTH U CUCTeMBI Tepeaadn
uHpopmanun», «lIporpamMmmHO-anmapaTHbIe CPEICTBA 3aLIUTHI HHPOPMAITUI.

B pesynbrare ocBOCHHS AUCHUILIMHBI (DOPMHUPYIOTCS 3HAHUS, YMEHUS U BIIAJCHUS, HEOOXOIH-
MBbI€ JIJISI U3YYCHHS CICAYIONINX TUCIUIIINH U MPOXOXKACHUS MPakTHK: «OleHKa 0e30MmacHOCTH
MPOrPaMMHOTO 0OECTIeUeHUsI aBTOMAaTU3UPOBAHHBIX cUCTeMY, «[IpeIuminoMHas MpaKkTUKa.

2. CTpyKTYypa IMCUMILIMHBI
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OO01mast TpyA0eMKOCTh AUCIUILINHBI COCTaBIsET 3 3auéTHbIe equHuIb], 108 akameMuyeckux
yaca

CTpyKkTypa IMCUMIVIMHBI JJIS 04HOI GopMbI 00yUeHM s
O0beM TUCIUIUIMHBI B ()OpME KOHTAKTHOW PabOThI OOYYAIOMIMXCS C TEIarorHYeCKUMHU

paboTHUKaMU U (WJIM) JTULAMH, IPUBIEKaEMbIMH K peai3alii 00pa30BaTeIbHONU MPOrpamMMbl
Ha WHBIX YCJIOBUSX, IIPU MPOBEJCHUN y4eOHBIX 3aHITHM:

Cemectp | Tunm yueOHBIX 3aHATHIA KonnuecTBo
4acoB
Jlexuun 28
[IpakTuyeckue paboThI 32
Bcero: 60

O0BeM AUCIUIUTHHBI B (pOpME CaMOCTOATEIbHON paboThl 00yJaromuxcs coctapiser 48

aKaICMHUYCCKHUX 4Yaca.

3. Conep:xkaHue THCHUTLTAHBI

Ne | HaumenoBanue pasgena gucuu- | Coagepikanue
TJIMHBI

1 IonsitTue MoOMIbHBIE cucTeMbl. | [loHsATHE, CTPYKTYpa U COCTaB MOOMIIBHBIX CUCTEM.
Ba3oBbie 3HaHust M0 3amuTe 00b- | Kinaccudukanus o6bexkToB HH(OpMATU3ALIUU C TOY-
eKTOB MH(opMaTH3anuu KM 3peHus 6e3onmacHocTH. [IpuHimmbl obecneueHust

nHpopMalMoHHO# 6e3onacHocTH. [loHsTHE M BUIBI
BpenonocHoro [10.

2 | Ilonsitue npoMeinuieHHbIe ceTH. | [loHsATHE, CTPYKTYpa U COCTAaB MPOMBIIIJIEHHBIX CeE-
Ba3oBbie 3HaHUsI 10 3amuTe 00b- | Teil. Kimaccudukanust 00beKToB HHGOPMATHU3ALIUH C
eKTOB HH(popMaTH3aLuH TOYKU 3peHus 6e3onacHoctu. [IpuHuumne odecne-

yeHus! “HPopMalMoHHOM 6e3onacHocTH. [loHsATHE U
BHJIbI BpeoHocHoro I10

3 | IpoekTHpOoBaHHe CHCTEMBI 3a- dopmupoBanue TpeOOBaHUHN K 00bEKTY HH(pOpMa-
IUTHI KOH(PHUIEHINAIBLHON HH- Tu3auuu. MoaenupoBanue yrpo3 0€30MacHOCTH.
¢opmanuu Ha mpuMepe MOOMIb- | MeTobl o0ecnedeHns 3alUIEHHOCTH 00bEKTOB
HBIX CHCTEM H NPOMBbIIILJIEHHbIX nH(pOpMaTHU3alMY Ha 3Talle BHEAPEHUS U dKCIUTya-
cerei Talu.

4 | ApxuTekTypa MOOMJIbHBIX CH- CTpyKTypa 1 Ha3HaYEHHE CUCTEMbI 3aLUThI UH-
cTeM (dbopmanuu. ITansl MOCTPOSHUSI CUCTEMBI 3aIIUThHI

uHpopmanuu. [lopsaok pazpaboTKu CUCTEMBI 3a-
IIUTHI KOHQHUAESHIIMATLHON HH(OPMAIHH.

5 | ApXMTeKTypa NpoMbIILIEHHbIX CTpyKTypa 1 Ha3HaYEHHE CUCTEMBI 3allUThl HH-

ceTe (dbopmanmu. DTarnbl MOCTPOSHUS CUCTEMBI 3aIIUThHI
uHpopmanuu. [lopsaok pazpaboTKu CUCTEMBI 3a-
IIMTHI KOHQHUASHIIMATBHON HH(OPMAIIH.

6 | HopmaTuBHO-IpaBoBbIe TPe0o- [IpoTuBOpeuns Mexay HeoOXOJUMOCTBIO TPUMEHe-
BaHUs N0 cepTUPUKALUHN MO- HUS IPOrPaMMHO—TEXHUYECKUX CPEJICTB 3aALUTHI
OMJILHBIX CHCTEM uH(popMalMy ¥ TpeOOBAHUH 1O OCYIIECTBICHUIO

KOHTPOJIbHBIX MEPOTIPUSATUI HA OCHOBE MOI00HBIX
cpencTB. B naHHOM ciydae nponenypbl KOHTPOJIb-
HBIX MEPONPUSITUIA MOTYT OCYHIECTBIISATHCS C UC-
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MOJIb30BaHUEM TIEPCOHABHBIX TaHHBIX Pa0OTHHUKA,
nojiBepraroierocs nposepke. Komriekc Hopma-
TUBHO — TPABOBBIX JOKYMEHTOB, OIPEICISFOIINX
KaK KaTerOpuH U BUbI KOHPUICHIIMATEHOU WH-
dhopmaruu, TpedoBaHus 10 obecrieueHus nHpopma-
IIMOHHOHW 0€30MacCHOCTH MOI00HBIX HH()OPMAIIHOH-
HBIX PECYPCOB, TaK U IEPEUCHb PEKOMEHIYEMbIX
JUTSL ICTIOJIB30BAHUS CITIOCOOOB U CPEJICTB 3alIUThHI
nHpopmauu

nporpamMmm

AH”aiam3, kiaccupukanusa u Me-
TOAbI BHEJPEHMSI BPeIOHOCHBIX

BoeBrlie BpegoHnocHbie mporpammbl. Knaccuduka-
LMY BPEIOHOCHBIX IIpOrpaMM. MeTobl BHEAPEHUS
BPEIOHOCHBIX IporpaMmM. BpenonocHas nporpamMma
Stuxnet. Bpenonocnas nporpamma Wiper. Bpemno-
HocHas nporpamma Flame.

Bpenonocnas nporpamma Duqu. Bpenonocnas npo-
rpamma Icefog. Ananus cpelcTB 10CTaBKU BpPEIO-
HOCHBIX IPOTPAaMM JI0 OOBEKTOB UX aTaKu

4. Obpa3oBaTe/ibHbIE TEXHOJIOTHH

OO0pa3oBaTe/ibHbIE TEXHOJIOTHH

Ne . Oo0pa3oBaTte/ibHbIE TEXHO-
HanmenoBanue pasiena |Buabl yueOHbIX 3aHATHI
n/n JIOTUH
1 |2 3 4
1 |[lonsitue moOuibHbIe cu-  |Jlexkums 1 TpaguunoHHas JEKIUS C UC-
creMbl. bazoBble 3HaHMS MO M0JIb30BaHUEM MIPE3CHTALNM
3almTe 00BHEKTOB HHDOP-
MaTu3aluu [IpakTuueckoe 3ansitue 1 Brinonnenue 3aganuit
Pabora c nureparypoit
2  |[lonsitue npompinieHabie | Jleknus 2 TpanuuyoHHAsK JIEKIUS C UC-
cetu. ba3oBble 3HaHUS 1O MOJIb30BaHUEM MPE3CHTALNM
3almUTe 00HEKTOB HDOP-
MaTu3aluu [IpakTuueckoe 3ansiTue 2 Brinonnenue 3aganuit
Pabora c nureparypoit
3 |[IpoextupoBanue cuctemsl |Jlekius 3 TpanuuoHHAst TEKIUS C UC-
3aIUTHl KOH(HICHIINATb- MOJIb30BaHUEM MPE3CHTAIUI
HOW nH(popManK Ha TPU-
Mepe MoOUIbHBIX cucteM U |[IpakTuueckoe 3aHsTHE 2 Brimmonnenue 3aganuii
MIPOMBIIUIEHHBIX CETEN Pabora c nureparypoit
4 |Apxutektypa MOOWIBbHBIX |Jlekmws 4 TpanuuoHHast JIEKIUS C UC-
CUCTEM MOJIb30BAaHUEM MPE3CHTAIIUI
[IpakTrueckoe 3ausTue 3 Brinosninenue 3aganuit
Pabora c nureparypoit
5 |ApxuTekTypa npomsliluieH- [Jlekuus 5 TpanuuroHHAst IEKIUS C UC-

HBIX ceTeN

MIOJIb30BAaHNEM TPE3ECHTALNN
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[IpakTrueckoe 3aHsTue 5 Brimonuenue 3aganuii
Pabora c nureparypoit
6 |HopmaTtuBHO-TIpaBOBBIC Jleknusa 6 TpaguunoHHas JEKIUS C UC-
TpeboBaHus Mo cepTuduka- MOJIb30BAHUEM MPE3CHTALINM
MK MOOMJIBHBIX CHCTEM
[IpakTrueckoe 3ausiTue 6 Brinosninenue 3aganui

Pa6oTa ¢ nmuTeparypoii

7 |Ananus, knaccudukanus u [Jlekmus 7.1 TpaguunoHHas JEKIUS C UC-
METO/ibl BHENIpeHus Bpeao- |Jlexuus 7.2 M0JIb30BaHUEM NPE3CHTALIUI
HOCHBIX ITpOrpamMm
Brimmonnenue 3aganuii
[IpakTrueckoe 3ansitue 7 Pabota ¢ nmuTeparypoii

5. OueHka IVIaHNPYeMBbIX Pe3yJIbTATOB 00yUeHH s

5.1. Cucrema orieHUBaHUS

®opMa KOHTPOJIS Makc. K0J1M4ecTBO 0aJJI0B

3a ogny padorty Bcero
Texkymuit KOHTPOJIb:
- npakmuyeckoe 3ansimue Ne 1 9 b6annos 9 6annos
- npakmuyeckoe 3ansimue Ne 2 17 6annos 17 6annos
- npakmuyeckoe 3auamue Ne 3 17 6annos 17 b6annos
- npakmuyeckoe 3anamue No 4 -7 17 6annos 17 6annos
IIpomMexxyTouHas arrecrauus - 3a4€T C OLIEHKOU 40 6annoe
(OTBETHI HA BOMPOCHI)
HToro 3a cemecTp 100 6annos

[lepeueHp KOMIETEHLINN C YKa3aHHEM 3TanoB UX (OPMUPOBAHHUS B MIPOLIECCE OCBOCHUS IUCIIH-
IUIMHBI IPEJCTABISIETCS B BUAE TaOIMIIbL:

Ne | Koumponupyemuwie pazoenvi Koo konmponupyemoii Haumenoganue oye-

n/n | oucyunauHsl KomnemeHnyuu HOYHO020 cpedcmea

1. Tembr 1 —7 [1K-2, ITK-8 Ompoc

2. [TpakTnueckue 3anstust 1 — 7 [1K-2, T1K-8 [1nan npakTuyeckoro
3aHATHUS

[TosryueHHBIN COBOKYIHBIN pe3ybTaT KOHBEPTUPYETCS B TPAAULMOHHYIO IIKaJly OLIEHOK U B
mIKajIy olieHok EBpomeiickoli cucteMsl iepenoca 1 HakoruieHust kpenutoB (European Credit
Transfer System; nanee — ECTS) B coOTBEeTCTBUY € TaOIUIICH:

100-6annbpHas mKa- TpajiHoNHas mKaa IIkana
aa ECTS
95 -100 A
83-94 OTIIHHO 3a4YTEHO B

68 — 82 XOpOIIIO C




56 —67 D
50 55 YZIOBJIETBOPUTEIBHO E
20-49 FX
0-19 HEYJIOBJIETBOPUTEIILHO HE 3a4TEHO =

5.2. Kputepun BbICTaBICHUS OLIEHKHU TI0 AUCIUIIINHE

Banany/
HIxkana
ECTS

Onenka o
JTUCIHUIIINHE

Kpurtepnu onieHKH pe3y1bTaTOB 00y4eHUs N0 TUCHUILINHE

100-83/
AB

OTJINYHO

BricraBnsercst 00y4aromemMycsi, €Clii OH TITyOOKO ¥ POYHO YCBOMJI TEOPETHYECKUHN 1
MIPaKTHYECKNI MaTepHall, MOKET IIPOJEMOHCTPHPOBATE 3TO HA 3aHATUSIX U B XOJ€E
MIPOMEKYTOUYHOM aTTeCcTaliu.

OOyuarommiicst ICYePIBIBAIONIE U JIOTHUECKH CTPOIHO M3/IaraeT y4eOHbIH MaTepral,
YMEET yBSI3BIBATh TEOPHIO C MIPAKTHKOH, CIPABILIETCS C pEIICHUEM 3a1a4 podeccro-
HaJIbHOM HAaNPaBICHHOCTH BBICOKOTO YPOBHS CIIOXKHOCTH, IPABIIHLHO 0OOCHOBBIBACT
TIPUHSTHIC PEIICHUS.

CB000OHO OpHEHTHPYETCs B yueOHOI 1 MpodecCHOHATIBHOM TUTEpaType.

OrieHKa O AUCHUIUIMHE BBICTABILIIOTCA 00ydaromeMycs ¢ y46TOM pe3ynbTaToB TeKy-
el ¥ TPOMEKYTOUHON aTTeCTalllu.

KomrnereHImu, 3aKperui€éHHbIC 3a TUCIUIUTMHOMW, CHOPMUPOBAHBI HA YPOBHE — «BBICO-
KUY,

82-68/

XOpOIIIO

BricTaBisieTcss 00yJaromeMycs, €CIi OH 3HACT TCOPETUUCCKUN U MPAKTUICCKUN MaTe-
puai, TpaMOTHO U 110 CYLIECTBY U3JIaracT ero Ha 3aHATHAX U B XOJI€ IPOMEXYTOUHOM
aTTeCTalliu, HE IOMYCKasl CyILlECTBEHHBIX HETOUYHOCTEH.

OOyuarommiics TPaBIIIEHO MPUMEHSIET TCOPETUUSCKUE TTOJIOKEHUS TIPH PEIICHUN
MPAKTHIECKUX 3a]1a4 MPOPECCHOHANTBHON HAIIPABICHHOCTH PA3HOTO YPOBHS CIIOKHO-
CTH, BJIaficeT HEOOXOIMMBIMH ISl 3TOTO HABBIKAMH M IPUEMaMI.

JlocTaTodHO XOPOIIO OpUEHTHUPYETCA B yueOHOM U TPo(ecCHOHATBFHOHN INTepaType.
OI11eHKa 0 AUCIIUIUINHE BBICTABILIIOTCS 00YYarOIIEMyCsi C YIETOM PE3yJIbTaTOB TEKY-
el ¥ TPOMEKYTOUHON aTTeCTallu.

KommnereHiuu, 3aKperuiéHHbIC 3a TUCIMIUIMHOW, CPOPMHUPOBAHBI HA YPOBHE — «XOPO-
UIUIY.

67-50/
D,E

YIOBJIETBO-
PHUTENBHO

BricTaBisieTcs: 00yJaroneMycs, eCiIi OH 3HaeT Ha 0a30BOM YPOBHE TEOPSTHYCCKHUN U
MPaKTUUECKUH MaTepual, TOMyCKaeT OTJeNbHbIE OIIMOKH MPHU €T0 U3JI0KEHNUH Ha 3a-
HATUSAX U B X0J1€ IPOMEKYTOUHOM aTTecTalnu.

OOyuaronuiics UCIBITHIBACT OMPEeIEHHbBIC 3aTPYAHCHUS B IPUMEHCHUN TEOpETHYe-
CKUX TIOJIOKCHUH MPH PEIICHUH MPAKTUIECKUX 3a7a4 Ipo(ecCHOHAFHON HalpaBIeH-
HOCTH CTaHAApPTHOTO YPOBHS CIIOKHOCTH, BIIaJIee€T HEOOXOAUMBIMU JIJIsI 3TOTO 6a30-
BbIMHU HaBBIKAMH U IPUEMAMH.

JeMOoHCTpHpYET NOCTATOYHEIH YPOBEHb 3HAHHS YUEOHOW TUTEPATyPHI IO TUCITUILIIHE.
OrneHKa 1o JUCIUIUIMHE BBICTABIISIOTCS 00YYaOMIEMYCsl ¢ YIETOM Pe3yJIbTaTOB TEKY-
1iei ¥ IpOMEKYTOUHOM aTTeCTaluu.

Kommerenmuu, 3akpeniéHHble 3a AUCIUTUTMHON, CPOPMHUPOBAHBI HA YPOBHE — «JIOCTA-
TOYHBINY.

49-0/
F,FX

HEY/OBJIET-
BOPHUTENIBHO

BricraBinsiercs: 00y4aromieMycsi, €clid OH He 3HaeT Ha 0a30BOM ypOBHE TEOPETHUYECKHil
U TIPaKTHYECKUH MaTepHall, JOITycKaeT IpyOble OMNOKH IIPH €ro U3JI0KEHUN Ha 3aH -
TUSX U B XOJI€ IIPOMEXYTOYHON aTTECTALIMU.

OOy4aromuiicst UCTIBITHIBACT CEPhE3HBIE 3aTPYAHCHHS B TPUMEHEHHN TEOPETHUECKUX
TIOJIOKEHHUH TIPH PEIISHUHN NMPAKTUYECKHUX 3a]a4 MpoecCHOHATBHON HalPaBICHHOCTH
CTaH/IapPTHOTO YPOBHS CIIOKHOCTH, HE BJIaJIe€T HEOOXOMMBIMH ISl 3TOT'0 HaBBIKAMH U
pu€MamH.

JeMoHCTpHpYeT (parMeHTapHbIe 3HAHUS Y4€OHOH INTEpaTyphl 110 AUCIUILUINHE.
OueHka 110 AUCIHIUIMHE BBICTABIIAIOTCS 00yYaromeMycst ¢ y4ETOM pe3ysIbTaToB TEKY-
el ¥ TPOMEXKYTOUHON aTTeCTalllu.

KomnereHny Ha ypOBHE «I0CTATOYHBINY, 3aKpEIUIEHHBIE 32 TUCIUIUIMHON, HE cop-
MHPOBAHBI.
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5.3. OneHo4HbIe CpeacTBa (MaTepHaIbl) U TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH, TPOMEKYTOU-

HOM aTTeCTaIlMK O0YYArOIIUXCSI 110 JUCITUTIIMHE

Bomnpocs k 3aueTy ¢ o1ieHKy- nmpoBepka cpopmupoBanHocTH kommerenuuii [1K-2, [TK-8

KonTposbHbie BONPoCchI

Peanm3yemblie komie-

TEeHIHHU
1. TlonsTHe, CTPyKTypa U COCTaB MOOMIIBHBIX CHCTEM. ITK-2, T1K-8
2. Knaccudukanus cucrem. I1K-2, T1K-8
3. Ilpunnuner obecrnieuenus uHbopmanronnon 6e3omac- | [1K-2, [TK-8
HOCTH.
4. JKusHeHHBIA MK MOOWIBLHBIX CUCTEM. IIK-2, TIK-8
5. MopenupoBanue yrpo3 Oe3zomacHoctd obOwekra uH- | [1K-2, [TK-8
dbopmaTu3anum.
6. YmnparieHue npOeKTHPOBaHUEM 3anTuIeHHbIX 00bek- | [TK-2, [TK-8
TOB MH(OPMATH3ALINH.
7. CTpykTypa W Ha3HaueHUe cuUcTembl 3amuThl uHOp- | [1K-2, [TK-8
MaIMy Ha MPUMEpPe MOOMIIBHBIX CHCTEM.
8. DTamnbl NOCTPOEHUSI CUCTEMBI 3aIIMTH HHPOPMAITHH. ITK-2, TIK-8
9. ApxXuUTEKTypa MOOMIIBHBIX CHCTEM. I1K-2, T1K-8
10. OreHka COOTBETCTBUSA CUCTEMBI 3AIIUTHI. I1K-2, ITIK-8
11. Meronuku aHanm3a pucKoB uH(popMarmoHHou 0Oes3- | I1K-2, TTK-8
OIACHOCTH.
12. Arrectanms o6wexToB mHMopMaTH3anmu mo Oe3omac- | [1K-2, TTK-8
HOCTH.
13. [IpotuBopeuus: Mexay HeoOxoaumocTeio npumenenust | [1K-2, IT1K-8
POTPAMMHO—TEXHHUYECKUX CPEACTB 3aIUTHl HH-
dopmaruu U TpeOOBaHUN MO OCYLIECTBICHUIO KOH-
TPOJNBHBIX ~MEPONPHUATHI HAa OCHOBE IOJO0OHBIX
CPEJCTB.
14. @akTopel pucka TpU HUCTONB30BaHUU MoOMIbHBIX | [1K-2, TTK-8
YCTPOMCTB JJIsl Tepeiaul KOpPIOpaTUBHONW HH(popMa-
1007078
15. OTtBeTcTBEHHOCTh TOJB30BaTesiell mpu obpabdotke | I1K-2, TTK-8
KOPITOPATHBHBIX JAHHBIX HA MOOMIILHOM YCTPOICTBE.
16. Bo3amoxHocTH TiepexBata MOOWIBHBIX coobmenuit, | [1K-2, [TK-8
3BOHKOB M ITepeaBaeMbIX (HaiioB M0 He3aIUIIIEHHBIM
KaHaJlaM CBsI3U (TMOAKIIIOYEHHE K MYyOJIMYHBIM TOYKAM
Wi-Fi, ucrons3oBaHre HE3aIMUIIEHHBIX MPHIOKCHUN
JUIs 3BOHKOB, COOOILIIEHUH U XpaHeHusl (paiiioB u ap.)
17. IIporpaMMbI-BBIMOTaTeIN JUTS moOmibHbIX | [1K-2, TTK-8
yCTpOUCTB.BOTHETHI.
18. 3ammmennocts MoOMIBHEIX OC. I1K-2, TIK-8
19. MDM-perienus ans 3amuThl MOOMIBHBIX yeTpoicTB. | TTK-2, TTK-8
20. CapsuleWorkspace xak u3onupoBanHas ot octaipHoi | [TK-2, [TK-8
OTIEpaIlMOHHON cpeabl MOOWJIBHOIO YCTpPOWMCTBA 3a-
MIMIIeHHas U 3amu@poBaHHas 001acTh, BHYTPH KOTO-
POl yke pa3BEepHYTHI 10YTa, KaJlCHIaph, XPaHWIUIIEC
daiinos, 6paysep u Jp.
21. UnTennekryanpHble  cucteMbl  npemynpexaenus | [1K-2, TTK-8
BTOPKECHU.
22. AHTHBHPYCHI KaK CPEJICTBO 3amUTHI OT BpenonocHoro | [1K-2, TTK-8
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I10.

23. CpenctBa oOHapykeHHst atak Ha mpumepe Snort u | I1K-2, TTK-8
Surricata.

24. Cuctema Enstein. Ee ¢pyHKIIMOHAN 1 Ha3HAYCHUE. ITK-2, TTK-8

25. Metonbl nepexBaTta uHpopmanuu U TexHosorus npo- | [1K-2, [TK-8
tuBojiericteust CCHB.

26. IlepciekTiBHBIC HampaBJIeHHWs] pa3BUTHS BbIcOKOCKO- | [TK-2, ITK-8
POCTHBIX CETEH M MX 3allUTHI.

27. DTUYHBINA XaKUHT. IIK-2, TIK-8

28. TexHonoTHs HOYOOTOB. ITK-2, T1K-8

IIpumepHble 3agaHusl IJIsI TECTHPOBAHUS-TIPOBEPKA C(POPMHUPOBAHHOCTH KOMIIETEHIUI
IIK-2, I1IK-8

1. Tlo3Boasier moJiy4aTh AOCTYNn K uHHGOPMAIMH, NMEepPeXBAYEHHON APYrdUMH Mpo-
rPaMMHBIMH 3aKJI2KaMHi, MOI€eJIb BO3IefiCTBHSI MPOrPAMMHBIX 3aKJIa0K THIIA

a) mepexBar

b) y6opka mycopa

C) HaOmoIeHue

d) komnpomemayus

2. TlepBbiM 3TanoM pa3paéorku cucrems! 3aumthl UC siBisieTcs:
a) aHaIU3 NOMEHYUAILHO BO03MOICHBIX Y2PO3 UHDOpMAYUU

b) uzyuenue nHMHOPMALMOHHBIX TTOTOKOB

C) CTaHIapTH3aIHs IPOrPAMMHOTO 00ECIICUCHHSI

d) orieHKa BO3MOKHBIX TIOTEPb

6. YueOHO-MeTOAMUYECKOE M HH(POPMALIMOHHOE 00ecnedeHne THCIUTITHHBI

6.1. Ciucok UCTOYHUKOB U JINTEPATYPbI

Hcrounuku
OCHOBHBIE

1. Pykosoosawuii 0oxymeHT. 3aliuTa OT HECAHKIIMOHUPOBAHHOTO JI0CTyna K nHpopMmaruu. Tep-
MUHBI U onlpeziesieHus. Y TBEpPKJIEHO pelieHrneM npeaceaarens ['ocrexkomuccuu Poccuu ot
30 mapta 1992 r. [DnexTpoHHbIH pecypc] : Pexum goctyna : https://fstec.ru/dokumenty/vse-
dokumenty/spetsialnye-normativnye-dokumenty/rukovodyashchij-dokument-ot-30-marta-
1992-g-1, cBoGOaHBIH. — 3ari. ¢ 3KpaHa.

2. PykoBoasmuii JOKyMEHT. ABTOMAaTH3UPOBAHHBIE CUCTEMBI. 3allluTa OT HECAaHKIIMOHUPOBAaH-
HOTo Joctyna k nHpopmauu. Kiaccudukanus aBToMaTU3UPOBAHHBIX CUCTEM U TPEOOBaHMS
10 3aiMTe HHPOpMaui. Y TBEpKIEHO pelieHneM npeaceaarens ['ocyjapcTBeHHON TeXHU-
yeckoi komuccun nipu [Ipesunente Poccuiickoit @eaepannu ot 30 mapta 1992 1. [Dnek-
TpoHHBIHN pecypce] : Pexxum nocryna : https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-
normativnye-dokumenty/rukovodyashchij-dokument-ot-30-marta-1992-g-3, cBoGOHBIN. —
3ari. ¢ ’KpaHa.

3. PykoBomsmmii nokymeHT. CpencTBa BEIUMCIUTENLHOW TEXHUKH. 3allUTa OT HECAHKIIMOHUPO-
BAaHHOTO JIocTyna K nHpopmanuu. [Tokazarenn 3amUIEHHOCTH OT HECAHKITMOHUPOBAHHOTO
noctyna K “HpopMal. Y TBEpKIEHO peleHueM npesacenarens ['ocyaapcTBeHHOM TeXHUY e-
ckoit komuccuu npu [Ipesnnente Poccuiickoit @enepanuu ot 30 mapra 1992 r. [OnekTpon-
HbIi pecypc] : Pesxum mocryma : https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-
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normativnye-dokumenty/rukovodyashchij-dokument-ot-30-marta-1992-g-2, ceoGoHbIi. —
3arii. ¢ ’KpaHa.

Mertonnueckuit nokymenT ®CTOK Poccun ot 25 nexadps 2022 r. Pekomengamnuu mo 6e3-
OnacHou HacTpoiike onepanuoHHbix cucteM LINUX. [OnexkTpoHHbId pecypc] : Pexum no-
cryna : https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-
dokumenty/metodicheskij-dokument-ot-25-dekabrya-2022-g, cBo6oaubIii. — 3ari. ¢ sKpaHa.

Jluteparypa
OcHoBHas

. Anexcees, 1. I1. AaTuBupycel. HactpanBaem 3ammuty kommbiorepa ot Bupycos / I1. T1. Anex-

cee, JI. A. Koznos, P. I'. [Ipoxaun. — Cankr-IleTepOypr : Hayka u Texuuka, 2008. — 80
c.— Tekcr: snektponHsblii / Jlanp : 2yneKTpoHHO-OMOMMOTeuHass cucrema. — URL:
https://e.lanbook.com/book/37353. — Pexum poctyma: s aBTOpHU3. MOJIb30BATEIICH.
Cerues, 10. H. 3amura nadopmanmu 1 nHGopMamoHHass 6€30MacHOCTb : ydeOHoe mocooue /
FO.H. CprueB. — Mocksa : THOPA-M, 2023. — 201 c¢. — (Beicmee obpa3zoBanue: baka-
naspuart). — DOI 10.12737/1013711. - ISBN 978-5-16-014976-9. - TekcT : 3IE€KTPOHHBIN. -
URL: https://znanium.ru/catalog/product/1912987. — Pexum octymna: 1mo mo/nmcKe.
Kazapun, O. B. HagexxHocTh u 6€30MaCHOCTh MPOTrPAMMHOTO OOecriedeH s : yueOHoe oco-
oue mis By3oB / O. B. Kazapun, U. b. lllyounckuii. — Mocksa : UzpatenscTBo FOpaiir,
2020. — 342 c¢. — (Bepicmee obpaszoBanue). — ISBN 978-5-534-05142-1. — TekcT : aJek-
tponnsii // DBC IOpaiir [caiit]. — URL: https://urait.ru/bcode/454453
Bynd, M. M. Kak 3amutuTh KOMIObIOTEp OT BUPYCOB : cipaBoyHuk / M. M. Bynd, H. T. Pa3-
ymoBckuit, P. I'. [Ipokau. — Cankr-IlerepOypr : Hayka u Texnuka, 2010. — 192 ¢. — ISBN
978-5-94387-623-3. — TekcT : 3neKTpOHHBIH // JIaHb : AIEKTPOHHO-OMOINOTEYHAS CHCTEMA.
— URL: https://e.lanbook.com/book/49613. — Pexwum mocTyma: s aBTOPHU3. MOJb30BaTE-
nen.

JononaurenpHas
Knumenko, 1. C. Undopmannonnas 6e30macHOCTh U 3amuTa HHGOPMaLUU: MOAETH U METO-
nbl yrpasieHus : Mmonorpagus / U.C. Knumenko. — MockBa: UTHOPA-M, 2020. — 180 c. —
(Hayunas mbicas). — DOI 10.12737/monography _5d412ff13c0b88.75804464. - ISBN 978-5-
16-015149-6. - Tekcr: anextponnsit. - URL: https://znanium.com/catalog/product/1018665
[Hanberun, B. ®@. KommiekcHas 3amuta HHGOpPMAIMN B KOPIOPATUBHBIX CUCTEMaX : yueOHOe
noco6ue / B.®. lllanbrun. — Mocksa : @OPYM : UTHOPA-M, 2022. — 592 c. — (Bsiciiee
oOpa3zoBanue: bakanaBpuat). - ISBN 978-5-8199-0730-6. - Tekct : snexkTpoHHbId. - URL:
https://znanium.com/catalog/product/1843022. — Pesxum ocTyma: mo Mo ImucKe.

6.2. [lepeyens pecypcoB HH(POPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHOM ceTH «IHTepHeT».

1.

2.

OXPAHA ru. Poccuiickoe CMU o 6e3omacHOCTH. [DNeKTpOHHBIN pecypc] : Pexxum gocryma
-https://oxpaha.ru/, ceBo6oaHbIA. — 3ari. ¢ sKpaHa.

Sec.ru. ITopran mo Ge3omacHOCTH. [DIeKTpoHHBIH pecypc] : Pexxum gocryma :http://sec.ru/,
HEo0X0/IMMa perucTparys. — 3ari. ¢ SKpaHa.

banx oannvix yeposz 6ezonacnocmu ungpopmayuu. [Idnexrponnsiit pecype] / ®CTIK Poccun,
OAY «'HUUU TIT3U ®CTIK Poccum» — Pexum mocryma :http://sec.ru/, ceobomubrii. —
3ari. ¢ 3KpaHa.

HanwuonansHast anekrponnas 6udaunorexa (H3B) www.rusneb.ru
ELibrary.ru Hayunas snextponHnas 6ubnmorexa Www.elibrary.ru
Onekrponnas oudanorexa Grebennikon.ruwww.grebennikon.ru

6.3. IIpodeccuonajbHble 6a3bl JAHHBIX H HH(POPMAIHOHHO-CIIPABOYHbIE CHCTEMBI

Joctyn k mpodeccuonanbHbIM 0a3am gaHHbIX: hitps:/liber.rsuh.ru/ru/bases


https://liber.rsuh.ru/ru/bases
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WMHpopMannoHHbIE CLIPABOYHBIE CHCTEMBI:
1. KoncynpranT I[ltoc
2. Tapant

7. MaTtepuajibHO-TEXHHYECKOe o0ecriedeHne TUCIUTTHHbI

st obecrieueHust TUCIUIUIMHBI UCTIONB3YeTCsS MaTepUAIbHO-TEXHUYEeCKass 0a3za 0Opa3oBaTelib-
HOTO YUpEXKICHUS:

JUTSL JIEKIMOHHBIX 3aHATHI - ydeOHas ayAuTOpHUs, TOCKA, KOMIIBIOTEP MJIU HOYTOYK, IMPOEKTOP
(cTalMOHAPHBIN WJIM TEPEHOCHOM ) JUIsl IEMOHCTpAIlUU y4€OHBIX MaTEPUAIIOB.

CocraB mporpaMMHOT0 00€CIICUCHHS:
1. Windows

2. MicrosoftOffice

3. KasperskyEndpointSecurity

JIs1st TpoBEICHHSI 3aHATHI ICKIIMOHHOTO THIIA MPEJIAraloTcsl TEMaTHISCKUE WILTFOCTPALUK
B opmare npezenTanuii PowerPoint.

2) ISl IPAKTUYECKUX 3aHSATHUH — KOMITBIOTEPHBIM KJIACC WIIM JTAOOPATOpHsl, TIOCKA, MPOCKTOP
(cTalrOHApHBIN WM IEPEHOCHOH ), KOMITBIOTEP WIIM HOYTOYK JIJIS TIPENojaBaTessl, KOMITbIOTEPhI
JUTIST OO YYarOIIMXCA.

CocraB MporpaMMHOT0 0OECTICUECHHUS:
1 Windows

2 MicrosoftOffice

3. Kaspersky Endpoint Security
4. Mozilla Firefox

5 Vmware Player 15.5

6 Microsoft Share Point 2010

8. ObGecneuenne 00pa3oBaTeJbLHOI0 MpoLecca IJsl JUI ¢ OTPAHHYEHHBIMH BO3MOKHOCTSI-
MH 310POBbsI

B X0[4€ peain3daii AUCHUIIIIMHBI UCITOJB3YIOTCA CIACAYIONUEC TOIMOJIHUTCIBHBIC
MCTOJBI O6y‘leHI/I${, TEKYIICTO KOHTPOJIA YCIICBAEMOCTH U HpOMeXCYTOqHOﬁ aTTeCTalnun o6yt1a—
IOMUXCA B 3aBUCUMOCTH OT UX UHAWBUAYAJIbHBIX OCOOCHHOCTEH:

® IS CHEMNBIX U CIIA00BUAAIINX:

— IeKIUA OQOPMIISIIOTCS B BUJE JEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C MOMOIIBI0 KOM-
MBIOTEPA CO CIEIMATU3NPOBAHHBIM MPOTPAMMHBIM 00ECTICUeHUEM;

— MMUCbMEHHBIC 3aJIaHUsI BBITTOJHSIIOTCS HA KOMIIBIOTEPE CO CIECIHAIU3UPOBAHHBIM TPO-
TPaMMHBIM 00€CTIeYeHUEM, UITU MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecrieunBaeTcsi MHANBUAYaTbHOE paBHOMEpPHOE ocBenieHne He meree 300 Jrokc;

— 17 BBIMOJHEHHs] 3a/laHds TpPH HEOOXOJMMOCTH TMPENOCTABIACTCS yBEIWYUBAIOIICE
YCTPONCTBO; BO3MOXKHO TaK)Ke MUCITOJIb30BAHNE COOCTBEHHBIX YBEIIMUUBAIOIIUX YCTPOUCTB;

— MUChbMEHHBIE 3aaHus 0(OPMIISIOTCS YBETUYCHHBIM MIPUPTOM;

—9K3aMeH W 3a4€T MPOBOJSITCS B YCTHOUW (hOpME WIIH BBITIONHSIOTCS B MUCHbMEHHOUW (dopme
Ha KOMITBIOTEPE.
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® Ui TIYXHX U CIa0O0CTBIIIANTHX:

— JIeKUUU OQOPMIISIOTCS. B BUJIE IEKTPOHHOI'O JOKYMEHTa, MO0 MPEeAOoCTaBIsAETCS 3BYKO-
YCUJIMBAIOIAs annapaTypa MHAUBUIYAIbHOTO MOJIb30BaHUS;

— MMCbMEHHBIE 3a/1aHUS BBIIOIHAIOTCA HAa KOMIIBIOTEPE B MMCBMEHHOM (hopMe;

—9K3aMEeH M 3a4€T MPOBOJATCS B MUCbMEHHOH (hopMe Ha KOMITBIOTEPE; BO3MOKHO MIPOBEJIE-
HUe B (hopMe TeCTUPOBAHUS.

e JUIs JIML C HAPYLIEHUSMU OIIOPHO-/IBUTaTEILHOIO anapara:

— JIeKUuu 0(pOPMIISIOTCS B BUZE DJCKTPOHHOTO JOKYMEHTA, JOCTYIHOIO C IMOMOIIBIO KOM-
IBIOTEPA CO CIEUAIN3UPOBAHHBIM IPOrPAMMHBIM 00€CIIEYEHUEM;

— IMCbMEHHBIE 33JaHMSI BBINOJHAIOTCA HA KOMIBIOTEPE CO CHEUUAIN3UPOBAHHBIM IIPO-
IpPaMMHBIM 00€ecIIeYeHUEM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH ()OpME WM BBIIOJIHAIOTCA B MUCBMEHHOH (opme
Ha KOMIIBIOTEpE.

IIpu HEOOXOIMMOCTH NIPENYCMATPUBAETCS YBEIMUEHUE BPEMEHH I ITIOATOTOBKH OTBETA.

IIponenypa  mpoBeaeHUss  IPOMEXYTOYHOM  arrectauuu Uil OOy4aroLIUXCs
YCTaHABIMBACTCS C Y4Y€TOM WX HMHIUBHIYaJbHBIX TCUXO(PHU3MUECKUX OCOOCHHOCTEH.
[TpomexyTouHas aTTecTalysi MOKET IPOBOAUTHCS B HECKOJIBKO 3TAIIOB.

[Ipu npoBeneHun npoueaypsl OLEHUBAHUS PE3YIbTATOB OOYUYEHHS MpPEAyCMaTpUBAETCS
UCIOJIb30BAaHUE TEXHUYECKUX CpEACTB, HEOOXOAUMBIX B CBA3M C HWHAUWBUAYaJIbHBIMU
OCOOCHHOCTSAMHU OO0Y4YaIOIIUXCsl. DTU CpPEeACTBa MOTYT OBITh IPENOCTABIEHbl YHUBEPCUTETOM,
WJIA MOTYT MCIIOJIb30BAThCsI COOCTBEHHbBIE TEXHUYECKHE CPECTBA.

[IpoBenenure mpoueaypbl OLEHUBAHUS — pe3ylIbTaToB  OOy4yeHHUsS  JIOMYCKaeTcs C
UCIIOJIb30BaHUEM JAMCTAHIIMOHHBIX 00pa30BaTeIbHbBIX TEXHOIOTUH.

ObecnieunBaeTcs A0CTYN K MH(POPMAIMOHHBIM M OnOIMorpaduyeckuM pecypcaMm B CETH
WuTepHeT ans kaxjaoro odyvaromerocs B popMax, aJaTHPOBAHHBIX K OrPaHMUYCHUSM UX 3/10-
POBBSI U BOCTIPHSITHS HH(POPMAITUH:

e JUIs CJICIBIX U CIIA0OBUIAIIUX:

— B I1€4aTHOM (hopMe yBEIMUYEHHBIM HIPUDTOM;
— B (hopMe DJIEKTPOHHOT'O IOKYMEHTA;

— B opme ayauodaiina.

e JUIS TIIYXUX U CIa0OCTBIIAIINX:

— B IIe4aTHOM opme;

— B (popMe AIIEKTPOHHOTO TIOKYMEHTA.

e Ul 00yYaromMXCsl C HApYIIEHUSIMU OITOPHO-/IBUTaTENILHOTO annapara:
— B IIeYaTHOM opme;

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B ¢popMe ayauodaiina.

VYyeOHble ayAUTOPUH Ul BCEX BUIOB KOHTAKTHOW M CaMOCTOSITEIbHOM paboThl, HayyHas
O0uOIMoTEeKa W MHBbIE NOMEUICHUs NIl O0y4YeHHs! OCHAIEHbI ClelHaIbHbIM 000py/JI0BaHUEM U
y4eOHBIMH MECTaMHU C TEXHUYECKHUMHU CPEICTBAMU O0YUEHUS:

® IS CHEMNBIX U CIA00BUIAAIINX:

— YCTPONCTBOM JUIsl ckaHupoBaHus U uteHus ¢ kamepoit SARA CE;

— muctuieem bpaitis PAC Mate 20;

— npuntepoM bpaitng EmBrailleViewPlus;

® JUIS TIYXHX U CIa0O0CTBIIIAIHX:

— aBTOMaTHU3UPOBAHHBIM pabOUYUM MECTOM JUIsl JIOJIEH C HapyIIEHHEM CliyXa U Cl1a0oCibl-
HIanux;

— aKyCTUUYECKUN YCUIIUTEINb U KOJIOHKU;

e s 0O0YYarOMIMXCs C HApYIIEHUSIMU OTIOPHO-/IBUTaTEILHOTO annapara:
— HepeBUKHBIMU, PETYIUPYEMbIMU dproHomudeckumu napramu CHU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHeMaIbHBIM IIPOrPaMMHBIM 00eCIIeUeHHEM.
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9. MeToauyeckne MaTepHaJibl

9.1. [1naHbI MPAKTHYECKUX 3aHATUN
- mpoBepka copmupoBanHocTn komnerenimii 11K-2, TTK-8

IpakTnyeckoe 3auaTHe 1(2 4.) «O0mas apxXuTeKTypa MOOMJIBbHBIX CHCTEM» - IPOBEpPKa
chopmupoBannocT komrereniuit [1K-2, [TK-8

3aoanus:
1. OOcymuTh MOHATHE, CTPYKTYPY M COCTaB MOOWMJIBHBIX cHcTeM. JlaTh KiaccH(HKaIUio
00BEKTOB MHPOPMATU3AIUY TI0 33JaHUIO TTPETIOAaBaTEeIs.

IMpakTuueckoe 3anaTHE 2(2 4.). TeHmeHIMN B Pa3BUTHH COBPEMEHHBIX CPEICTB 3ALIUTHI
undopmanuu (mpoBepka chopmupoBanHoctd kommerennuii [1K-2, ITK-8)
3ananue: U3yunts

— CoBpeMeHHbIE TEHACHLUUHU 3allUThl MH(OpPMaUKU B pacHpeleseHHbIX MOOMJIBHBIX CH-
cremax Poccuiickon @enepannn

— CoBeplICHCTBOBaHME T'OCYJapCTBEHHON CHCTEMBbl OOHApy>KEHHs, MPEeIylNpekAeHUus U
JMKBUAALUY NOCIEICTBUN KubepaTak Ha poccuiickue cetu [loBbllieHne 3aUIIEeHHOCTH
MH(POPMALIMOHHBIX CUCTEM H ceTelt cBs3u rocopranoB Passurue 'OCCOIIKA Kubep3sa-
mmTa opraHoB Biaactu MexayHapoanoe corpyanuuectso OOH, BPUKC, ATOC, OJIKb,
CHI" O6wextuBHOE Hcnonb3zoBaHue nHocTpaHHbIX [IAK be3onacHbiii HHTEpHET.

— Vka3 [Ipesunenta Ykas [Ipesunenta Poccuiickoit @enepannu ot r. 646 O6 yrBepxe-
Huu Jloktpunsl uHpoOpMaronHoit 6e3omnacHoctu Poccuiickoit @enepanuun O3 111 PO
[1IT P® denepanbubiii 3akoH Poccuiickoit @eneparun «O 06€30MacHOCTH KPUTHICCKOU
uHpopMannoHHoN HHPpacTpykTyphbl Poccuiickoit denepanuny» [locranosnenue [IpaBu-
tenbeTBa PO ot "O BHECEHNM U3MEHEHUH B TPEOOBaHUS K TIOPSIIKY CO3JIAHHS, Pa3BUTHA,
BBOJA B DKCIUIyaTalMIO, SKCILTyaTallud W BBIBOJA M3 3KCIUIyaTallUd I'OCYJapCTBEHHBIX
MH(OPMALIMOHHBIX CUCTEM U JAlbHEWIEro XpaHEeHUs cojeprkalieiics B ux 0azax JaH-
HbIX MHpopmaru" IloctanoBnenue IpaButensctBa PO ot 6 mas 2016 r. 399 «O6 opra-
HU3ALMU MOBBIIIEHUS KBAM(UKAIMK CIIEIMATIUCTOB 1O 3aIIUTe MH()OPMALIUU U JIOJIK-
HOCTHBIX JIMII, OTBETCTBEHHBIX 32 OPraHU3aIMIO 3alIUTHl MH()OpMAIMK B OpraHax rocy-
JAPCTBEHHOM BJAacTH, OpraHaXx MECTHOTO CaMOYMpAaBIEHHS, OpraHU3alMsiX € rocyaap-
CTBEHHBIM ydacTueM U opranuzanusax OITK»

— H3menenus B npoduibHbIX HanpaieHusx 3amuTsl nHpopManuu @CTIK Poccun Mo-
JIeJIb MHOCTPAHHBIX TEXHUUECKUX pa3Benok a0 2025 rona (mpukas) TpeboBaHUs K MEX-
CeTeBbIM KpaHaM (mpuka3 9xacn) TpeboBaHUS MO TEXHUYECKOW 3aluTe MHGOpMAIHH,
conepkane cBeneHus, cocrasisommue I'T (mpuxa3) TpeboBaHus 0e30mMacHOCTH UH-
dopmanuu K onepanMoHHbIM cucteMaM (mpuka3 119) TpeGoBaHus K cpeacTBaM yHH-
YTOXKEHUS MHPOPMAIMM Ha MAIIMHHBIX MAarHUTHBIX HOCUTENSX MH(GOpMaIMU criocoOomM
MarHUTHO-CUJIOBOTO Bo3eicTBus (mpuka3 18) OO0 yTBepkiaeHun TpeOOBaHUM O 3aluTe
nH(OpMaIK, HE COCTABIISIIONIEH TOCYJAapCTBEHHYIO TailHy, COJEpKalleicsl B Tocyaap-
CTBEHHBIX WH(POPMAIMOHHBIX cucTeMax (mpuka3 17) O BHeCeHUM U3MEHEHUH B COCTaB U
COJIEp)KaHWE OPraHU3AIMOHHBIX W TEXHHUYECKHUX Mep Mo o0OecreueHuto 0e30MacHOCTH
NEPCOHANBHBIX JAaHHBIX NMPH UX 00paboTke B MH(POPMALMOHHBIX CUCTEMAax MEPCOHATb-
HBIX JaHHBIX (TpuKa3 49)

— O mepax no 3amuTe UH(pOpPMAIMK, HApPaBIEHHBIX Ha HEWTpanu3auio yrpo3 Oe3omnac-
HOCTH MH(OPMAIINH, CBI3aHHBIX C IPOHUKHOBEHHEM U PACIpPOCTPAHEHHUEM BPEIOHOCHO-
ro nmporpaMMHoro obecrneuenuss WannaCry, Petya, Misha u ux moaudukanuii

— TIlouck ys3BuMoOcTell B MH(OPMAIMOHHO-TEIEKOMMYHUKAIMOHHBIX HHQPACTPYKTypax
npeanpusTHii 1 opranoB Biactu. Ycrapepiiee 10 Otkassl B oOcmyxuBanuu (DNS,
DTLS ansa OpenSSL) Bripabotka pekomennanuii 3amena SSL-ceptudukara cepsepa Ha



16

HOBBI, UCHOB3YIOIKNA anroput™ SHA-256 Mcnonb3oBaHue 3allMIIEHHOIO IPOTOKOJIA
HTTPS JlopaboTka MCXOIHBIX KOJOB MPUIIOKEHHS C IENbI0 oOecTieueHUsT (GUIbTpaIruu
JAHHBIX IMOCTYMAIOIIUX OT MMOJIh30BaTeNeiH

Bonpocul ons 0bcyscoenus:

1.IlepeueHb OCHOBHBIX HOPMATHUBHO-TIPABOBBIX JIOKYMEHTOB.
2. CoBpeMeHHBIE Cpe/ICTBA OOHAPYKEHUST BTOPIKEHUIA.

3. [loHsiTHE MHOTOAr€HTHOM CHUCTEMBI.

IMpakTuueckoe 3ansitue 3 (6 4.) «AHaAU3 Yrpo3 KOH(UIEHIUANLHOH HHPOPMALTHM»-
npoBepka chopmupoBanHocTr kommerennuii [1K-2, [TK-8

3aoanus:
1. d®opmupoBanue TpeOOBAHUH 110 YPOBHIO 3AIIUIIEHHOCTH.
2. MogenupoBaHue yrpo3 6€301acHOCTH.

Cnucok nurepaTypsl:
[IpuBenén B . 6 nannoi PI1/]

Mamepuanbno-mexnuueckoe obecneuenue 3aHAMUA. AyTUTOPHsI, OCHAIICHHAS MPE3CHTAIMOH-
HOUM TEXHUKOH (MPOEKTOp, IKpaH, KOMIbIOTEP/HOYTOYK). KoMmbroTephbl o konudyecTBy oOyda-
formxcs ¢ pazsépuyroit OC MS Windows, BuptyansHoit mammuno#, [1IIIT MS Office v.2007 u
BBIIIIE

IMpakTnyeckoe 3ausatue 4 (6 4.) «IIpoekTHpoBaHNEe MOGMIILHBIX CHCTEM» - TIpOBEpKa cop-
MupoBaHHOCTH KomnereHui [TK-2, ITK-8

3aoanus:
1. Tlopsnok pa3pabOTKH CUCTEMBI 3aIUTHl MOOUIIBHBIX CUCTEM.
2. OrueHka COOTBETCTBUS CUCTEMBI 3aIUTHI.

IMpakTuyeckoe 3ausitue 5 (6 4.). UcnoJib30BaHue «00JaYHBIX» TEXHOJIOTHI NMPH peasiu3a-
MU MEXaHNU3MOB 0€30MaCHOCTH U MHOTO0AareHTHbIE CUCTEMbI - MPOBEpPKa CHOPMUPOBAHHO-
ctu kommerenuii [1K-2, T1IK-8

3agaHus:

1. Tlo3nakomutbcs ¢ OONAYHBIMHA TEXHOJOTHSMHU: OCHOBHBIC TOHSITHS, 33/1a4l U TEHJICH-
1K pa3BuTHs. CoBpeMeHHbIE 00JauHble TEXHOJIOTUU HE TOJBKO MCHOJIb3YIOTCS B FOTO-
BOM CETEBOM M CEpPBEPHOM OOOPYIOBaHWH, HO W IOCTENEHHO MPOHHKAIOT Ha PHIHOK
BcTpauBaeMbix cucteM (embeddedcloud) u cranoBsiTcs mpuuMHON MacmTabHON pe-
CTPYKTYPH3alliU PHIHKA.

2. HccnenoBaTh coBpeMeHHbIE MHOTOAreHTHole cuctembl b BkirouaeT Habop 30HI0B, KO-
TOpBIE OTBEYAIOT 32 OOHAPY)KEHUE M OI[CHKY BTOPKEHUH B TE€X TOCETSAX, B KOTOPHIX OHU
bynkunonupyrot. Kaxaslii 30H1 obecriedeH (MIBTPOM JAaHHBIX C IEpecTpauBacMoi
KOH(uUrypamueu, 0J0KOM BbIBOAA U peliaTeieM. 30HAbl MOTYT J€HCTBOBATh AaBTOHOMHO.
Ecnu oGHapy»eHbl KOMIIOHEHTHI BTOPXKEHHUS, TO HHPOPMALIUsA O COOBITUN MOXKET OBITh
OTIIpaBJlieHa APYTHUM 3aWHTEPECOBAHHBIM 30HIAM, KOTOPBIE MOMMUIIYTCS Ha WHpOpMa-
IIUIO O MOJOOHBIX COOBITUSX, 3TO MO3BOJUT MOJIyYaTh 0OJee MOJTHOE MOHUMAHHE CXEMBI
BTOP)KEHUSI. DTHM CIIOCOOOM MOTYT OBITh HIICHTH()HUIIMPOBAHBI PAa3HBIE TMOACETH, KOTO-
pble Y4acCTBYIOT B OCYILECTBIEHUH BTOPKEHHUS. 30H/IbI CBS3aHBI C AaHATU3aTOPaAMHU
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3. WUsyuuts Uumepnem sewei (InternetofThings, 10T) — xonueniwms GU3NIECKUX TpeaMe-
TOB BBIYMCIMTEILHON CETH («8eueliy), OCHAMEHHBIX BCTPOCHHBIMU TEXHOJOTHSIMH JIJIst
B3aMMO/JICUCTBHUS JPYT C APYTOM HJIM C BHEIIHEH CPEIOi, pacCMaTpHBAIOIIAsi OpraHn3a-
MO TAKHX CETEil Kak SIBJICHUE, CIIOCOOHOE MEPECTPOUTH IKOHOMUYECKHE M OOIICCTBEH-
HBIE TIPOIECCHI, HCKITIOYAOIIEE M3 YaCTH JCHCTBHUN M ONepannii HeOOXOAUMOCTh YUaCTHsI
YEIIOBEKA.

4. Pazpabortarb Mopens 6e3omacHoro GpyakuuonupoBanus [oT
Peszynomamonm evinonnenue npaxkmuueckoeo 3adanus sensiemcs Omuem.
[IpaBuna opopmiIeHHS OTUYETA:

OT4eT 0 BBIIIOJHECHUH JIOJDKEH COJICPIKATh:

- Ha3BaHUE U IeJIb PabOTHI;

- KOMMEHTApPHUHU U TIOSICHEHUS 110 KKOMY ITYHKTY BBIITOJHSIEMOI'O 33 aHMs
- BBIBO/I.

B BbIBOZ1aX TOJKHBI OBITH 000011IEHBI PE3yAbTAThl PAOOTHI.

Bonpocul onsa obcyscoenus:

1.IlorATHE MOOUIIBHBIN areHT.

2.ITpumeps! anropuT™MoB MK(pOBaHUS.

3. IloHsiTHE KPUNTOCTOMKOCTH aJTOPUTMOB HIM(PPOBAHUSI.

Ipakruyeckoe 3ausatue 6 (6 4.) «kHopMaTHBHO-TIpaBOBHIe TPEOOBAHKUS B 00J1ACTH €03/1a-
HHUS MOOMJIBHBIX CHCTEM» - IpOBepKa copmupoBanHocTr komnereHmui [1K-2, TTK-8

SagaHus:
3. Tlopsnok ceprudukanuu U Iporeypa BBOAa B IKCILTyaTaIHEO
4. yMCHI/Ie HOZ[)Iep)KI/IBaTB HerepBIBHI:Iﬁ IHUKJI aHAJIN3a 3allIUIICHHOCTH

IIpakTnyeckoe 3ansTue 7 (6 4.). UHTerpupoBaHHbIe pelIeHUs 110 3aUUTe HHPOPMALHH -
npoBepka copmupoBanHocTr kKomrnereHnui [1K-2, TTK-8

CTyneHTbl U3y4aloT COBPEMEHHbIE HHTETPUPOBAHHbBIE PEILIEHHS C UCTIOIb30BaHUEM MOOUIIBLHBIX
areHTOoB.

Pesynomamom evinonnenue npakmuuecko2o 3a0anus saeisemcs Omuem.

[TpaBuna opopmiieHus: oTyera:

OT4eT 0 BBIIIOJHEHUH T0JKEH COIEPKATh:

- Ha3BaHME U 1IeJIb paboThI;

- Cxemy pasznenoB u crateit 3akoHa Poccuiickoit denepannu, periaMeHTUPYIOLUX pa3pa-
00TKY M cepTHU(HUKALIMIO HHTErPUPOBAHHBIX PELIEHUH 10 3aiiuTe nH(OpMaLnu;

- OTBETHI HA TECTOBOE 3aJJaHUE

- BBIBO/I.

B BBIBO1aX AOMKHBI OBITH 0000IIEHBI PE3YIbTaThl PAOOTHI.

Bonpocul onsa obcyscoenus:

1.Mogens OSI

2. Snort. ®yHKIIMOHAIBHOCTH CHCTEMBI.

3. Ucnonb3oBanue Barnyard s Busyanu3saimu nHGOpMAaIUK.
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Ipunoowcenue 1. Aunomayus
paboueli npoepammuvl OUCYUNTUHDBL

AHHOTANUA
Jucnuninza «3amura HHGOPMALUH OT BPEIOHOCHOTO NMPOrPaMMHOTO 00ECTIEYEeHUs» peaan3y-
erca Ha ¢akynabTere MH(DOpMAIMOHHBIX cHCTeM U Oe3omacHOCTH Kadeapoil KOMIUIEKCHON 3a-
IIUTH MH(POPMAIHH.

Llenp mpucuuniavHbl —(OpMUPOBAHME CHUCTEMATU3MPOBAHHBIX 3HAHUM O Ipoleccax pa3paboTKu
3alUIIEHHBIX 00BEKTOB MH(OpMATH3AIMKA M CHCTEM 3allUThl WH(GOpMAIMM Ha MPUMEpPE MO-
OMJIBHBIX CHUCTEM, IPUMEHSIEMbIX IIPU 3TOM MOJIXO0AAX, METOJUKAX U MEXaHU3MaX 3allUThl UH-
dopmanuu, a Takke GopMupoBaHHE Yy OOYUAIOUIMXCS YMEHUI M HaBBIKOB, HEOOXOIUMBIX TPH
HEMOCPEJCTBEHHOM yYacTHUU B YKa3aHHBIX IPOLECCAX.

3a1a4uy JUCLUIUINHBIL:

— chopMupOBaTh 3HAHUA O MOJEINIAX M ATANAX KU3HEHHOTO LMKJIA 3alUILIEHHBIX OOBEKTOB MH-
dopmaTr3auuy U CHCTEM 3alUTHl HH()OPMAIMH, TPUMEHIEMBIX MOAX0/aX U METOJax 1o odec-
HeYeHUIo 0€30IaCHOCTH Ha KaX/10M U3 3TalloB;

— cpopMupoBaTh NpeACTaBICHUS 00 YSI3BUMOCTSIX, IPUCYIINX 00BEKTOB HH(OPMATH3ALINH, CBSI-
3aHHBIX C HUMH YTPO3aMH, a TAaK)K€ HaBBIKM (POpPMUPOBaHUS Mojenel yrpo3 0e30MacHOCTH U
MOJIEJIEH TOTEHINAIbHBIX HapyIUTENEH;

— chopMupOBaTh U Pa3BUTh KOMIETEHIMH, 3HAHUS U MPAKTUUYECKUE HABBIKM OOECIIeUEeHUs TeX-
HOJIOTHYECKOW M 3KCILTyaTallMOHHOH 0€301MacHOCTH 00bEeKTOB HH(OPMATH3ALINH .

JuciumuimHa HarmpasiieHa Ha GOPMUPOBAHHE CIICIYIOIIMX KOMIICTCHITHIA:

e [IK-2 - CnocobeH mpUMEHATHh MPOrpPaMMHBIE CPEJICTBA CHUCTEMHOIO, MPUKIAIHOTO U
CIIELMAJIbHOTO Ha3HAUYEHMs, THCTPYMEHTAIbHBIE CPEJICTBA, A3BIKA U CHUCTEMbI MPOTrpaM-
MUPOBAHUS IS PEIIeHUs IPOECCUOHATBHBIX 33134

e [IK-8 - CriocobeH oCymiecTBISATh MOHUTOPUHT U ayJUT 3aIlIUIIEHHOCTH MHGOpMAIUU B
aBTOMAaTU3UPOBAHHBIX CUCTEMAaxX

B pe3ynbrare ocBO€HUS AUCHUIIIMHBI 00 yYaIOLIUICS T0JKEH:

3HAaTh:

ApXUTEKTYpPy U IMPUHLHUIIBI TOCTPOCHUS ONEPALIMOHHBIX CUCTEM, MOJICUCTEM 3alllUThl HH(pOpMa-
IIUH, COCTAB THUIOBBIX KOH(PUTYpaLnii IpOrpaMMHO-aNNapaTHBIX CPEJICTB 3aIUTHI 3aLIUIEHHBIX
00BbeKTOB MH(GOPMATU3ALMU U CUCTEM 3aLUTHI HH(OPMALIUK Ha IpUMEpEe MOOMIIbHBIX CUCTEM U
IPOMBIIIJICHHBIX CETeH; yrpo3sl 0€30MacHOCTH MHPOPMALMU U BO3MOXKHBIE IyTH HUX peanu3a-
UH

YMeTb: NpOTUBOAEHCTBOBATH yrpo3aM 0€30MacHOCTH MH(OPMAIMM C UCIOJIb30BAaHUEM BCTPO-
CHHBIX CPCACTB 3alllMThI I/IH(i)OpMaHI/II/I Ha MMpuMepe MOOMJIBHBIX CHCTEM H IMPOMBIIIJICHHBIX CC-
Tell; onpenenars WH(OPMAIIMOHHBIE PECYPCH, OJUIEKAIIME 3aAIUTE; ONpPENeNATh Yyrpo3bl Oe3-
OIACHOCTH MH(OPMAaIIHH.

Bmanets:

KOHTPOJIEM KOPPEKTHOCTH (PYHKIIMOHUPOBAHUS MPOTPAMMHO-AIAPATHBIX CPEACTB 3aIIUThI HH-
dbopmanuu B onepaiinonHbix cuctemax npumepe 10T u IndustrialEthernet;

HaBBIKAMH TI0 ONPEACICHHUIO YIpo3 0€30MacHOCTH WH(POPMAIIMU; HABBIKAMHU IO BBIPAOOTKE pe-
KOMEH/IAIMii B paMKaxX MOJICPHU3AINN CHCTEMBI 3alIUThl aBTOMATH3UPOBAHHBIX CHCTEM

[To muctuIuIMHE IpeayCMOTpEHA TIPOMEKYTOUHAS aTTecTanus B GopMe 3a4eTa ¢ OI[EHKOM.
OO61mas TpyA0EMKOCTh OCBOSHUS TUCHHUIIIIMHBI COCTABIISAET 3 3a4ETHBIE €IUHUIIBI.



